Social Media and Electronic Communication
RULES TO LIVE BY

There is no privacy.
If you wouldn’t say it face-to-face, don’t post it.

There is no expectation of privacy when using employer equipment and
platforms.

Be familiar with District issued “Social Media” and “Acceptable Use” policies.
Set all social media accounts to private.

Block students from your personal social media accounts.

Everything you post or email becomes permanent, even if you try to delete it.

Avoid going “viral.” Assume posts will be shared with “friends of friends,” “non-
friends,” including community members, students, parents and administrators.

Ask friends to respect your privacy when posting or tagging you in inappropriate
pictures; offer to take it.

Use a District approved platform to communicate to parents and/or students -
never text directly and avoid using personal email.

Don’t use District equipment or platforms for anything but work (this includes
communications with your union reps.); conversations can be monitored and

website history can and will be reviewed.

Hold yourself to a higher standard; don’t discredit your professional reputation or
the District’s; strive to maintain the utmost professionalism, even on the Internet.

Don’t friend or follow students on social media.

Avoid friending or following parents or administrators.



* Think twice when making politically charged posts; don’t mention or allude to
students.

® Google yourself to know what others can discover about you.

e Consider concealing your identity when creating public usernames.
* Keep all pictures appropriate - especially your profile picture.

e Don’t “geo-tag” your posts.

e Don’t post when you should be working or out sick.

e Don’t post or email student identifying information or photos (FERPA), unless
approved by the District.

e Twitter — have separate accounts for personal/education purposes.

° When creating a profile, share your job title, but not your employer’s name.

° Try to avoid discussing work issues with co-workers online.

e Avoid making disparaging remarks about supervisors, parents and students.

e Do not send inappropriate jokes, forwards, pictures, links, etc. on work devices.
e Proofread before hitting send or posting.

Be cautious of “reply all.”

There may be no safety nets if you violate these rules, act accordingly!



